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or/si] CY4ACHUX METOIIB B CACTEMAX BUSIBJIEHHA BTOPTHEHD
AJIAA IHIOTPEB IHOOPMAIIMHO-TEJEKOMYHIKAIOIMHUX CUCTEM
CIIEHIAJIBHOI'O IPU3HAYEHHSA

Y cmammi npedcmaeneno ananiz cyvyacnux peanizayii aieopummis cucmem GUSABIEHHS
8MOP2HEHb Ma iX NepCneKmMuBHIiCMeb BUKOPUCMAHHA ) THHOPMAYTIHO MeNeKOMYHIKAYIUHUX
mepedicax cneyianbHo20 NPUIHA4EeHHs.

Heobxionicms 6 naoditinux cucmemax UsGIeHHs 8MOPSHEHHS CMOiMb 00CUMb 20CMPO.
Ocobauso 8 cyuacHux meHOeHYisx 30inbiuerHs poi IHHOpMayitiHux mexHoa02il 8 CULO8UX
BI0OMCMBAX 0epicasu ma Ha 00 €kmax Kpumuunoi ingppacmpykmypu. 3acmapini cucmemu
3axucmy 00360.1410Mb 0e3 0coOIUBUX MPYOHOWI8 NPOBOOUMU KiDepamaku, wo CHOHYKAE
00 HeoOXIOHOCMI MPUMamu CUCMeMU BUABIEHH MA 3aXUCMY IHOOPMAYIUHUX cucmeM 8
AKMYanibHOMY CIMAHI.

B ymosax nocmiunoi 6opomvou 3 emopeneHHAMU Y c8imi 0YI0 3aNpONOHOBAHO Oe3niy
MemoOdie ma aneopummie O GUABNIEHH AMAKU HA IHGopmayiliHo-mereKoOMyHIKayiuHi
cucmemu. Tax HaubinbuLy po3noecrOONCeHicms OMpUMAaly Memoou GUAEIEeHH AHOMATIU 8
pobomi cucmemu. Ilepedosumu 3 maxkux memooig € inmenekmyanvi. Hetiponui mepeoici,
HeuimKka J02iKa, IMYHHI cucmemu OMmMpuManu 6eluK)y KLIbKIiCmb eapianmis peanizayii 6
MAaKUx CUCMeMmMax 8UABIEHHs 6MOPSHEHD.

Boane noeonanus nepesae memodis sussnenns 0Jisi KOHKpemuoi iHghpacmpykmypu modxce
0036801UMU OMPUMAMU 3HAYHY NePesazsy HA0 AmaKy4um, ma 3yNUHUMYU NPOHUKHEHHS.
Ilpome na winsaxy eceoxonnoyoi peanizayii nOOIOHUX cucmem CmMoims ix 8UCOKA 6apmicms y
ceHci obuucnosanbHoi nomyxcnocmi. [lumannsa 3acmapinozo napky Komn 'romepHoi mexHiKu i
i1 nosinbHa 3aMIHA CIMABIAAMb 8 CUMYAYII0 NOCMIUHO20 KOMUPOMICY MIdHC nepedosumu
O00CSACHEHHAMU 8 2ay31 3aXUCY CUCTEMU [ MONCIUBOCHEU CAMOI cucmeMu Wooo NiOMPUMKU
MaKux cucmem.

Knwuoei cnosa: ingpopmayiiino-menekomynixayiiina cucmema, ingpopmayitina 6esnexa,
Kibepamaka, cucmema 8UsABJLEHHS 6MOPSHEHb, 3a2p03d THHOPMAYIUHUM CUCTEMAM.

IToctanoBka mpobGiaemu. B cydacHux ymoBax ri00anbHOro iH(poOpMaliiHOTO
IPOCTOPY, Ta BUCOKUX BUMOT LOJI0 MIBUJKOCTI Ta SKOCTI 0OMiHY iH(opMalli€lo B cucTeMax
CHEIIaJIbHOTO MPU3HAYEHHS, TOCTPO MOCTAa€ MUTAHHA 3aXUCTy iH(opmarlii B iH(HopMaiiiHO-
TEJIEKOMYHIKAIlIHHUX CUCTEMaX.

Ha cboroguimHiil neHs aep:kaBa posriisiiae iHGOpMaIio, K KPUTUUHUNA AepKaBHUI
pecypc skuil morpeOye BCeOIYHOTrO 3aXMUCTY. 3TiIHO 3BITY HalllOHAJIBHOI mominii YKpainu y
2020 porri KiGep3I0UYNHH CIIPUUUHIIA 30MTKIB Ha 3arajbHy cymy 241 muH rpH. [1].

B ymoBax ribpuaHoi BiiiHM moOynoBa cUCTeMH KiOepHETHYHOI Oe3meku YKpaiHu
BUMarae aHajizy CydacHUX IHCTPYMEHTIB y cdepi 3axucty iHpopmaiiifHo-
TEJIEKOMYHIKallIHHIUX MepeX BiJ Ki0epaTak Ta BHM3HAYEHHS HEOOXIJHMX TEXHOJOTIH Ta
METO/IIB, 110 MOXKYTh 3MIITHUTH 1H(OpMaIliiHy Oe3meKy .

B curyamii, mo cknamacs, Ay)Xe BaXJIMBO MaTH Cy4acHY CHUCTEMY BHSBIICHHS
BTOPrHEHb, 100 3a0€3MEUNTH CBOE€YACHE BUSBIEHHS aTaK Ha BY3JIM a00 CETMEHTH Mepexi
iH(pOpMaliifHO-TeIeKOMYHIKaLIHHOI CUCTEeMU Ta HE JAOMYCTHUTH PO3BUTKY aTaku Ha 00’€KTH
KPUTHYHOT 1HOPACTPYKTYPH.
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AHaJi3 ocTaHHIX 10caizKeHb i myOaikaunii. Yepes akTyaabHICTD 3aXHCTY
PI3HOMaHITHUX KOMEPIIIMHUX TEIEKOMYHIKAIIITHUX CUCTEM B CY4aCHOMY CBITi, BUXOJIUTh
BEJIMKA KUTBKICTh MyOJIiKaIliif MPUCBSIYCHUX CUCTEMaM BHSBIICHHS BTOprHeHb [2], [3], [4].
binbmicTh myOumikaliii MpUCBSIYEeHO Ha ChOTOAHINIHIN JICHh PI3HOMAHITHUM Bapiallism
BUKOPHMCTAHHS IHTEJIEKTyaIbHUX METO/IIB BUsIBJICHHs Bropruenns [5], [6], [7], [8].

MeTo10 10CTiAKeHHsI € aHaJIi3 Ta OOTPYHTYBaHHS BUOOPY METO/IIB Ta AJITOPUTMIB JJIS
NEePCHEeKTUBHOI CUCTEMH BUSABICHHSI BTOPIHEHB sl TOTped iHdopMmarltiitHo-
TEJIEKOMYHIKaI[IHHIX CHCTEM CIEIIaIbHOTO MTPU3HAYCHHSI.

OcHOBHi pe3yabTaTH AOCHIT:KeHHsl. J[7 TOPIBHSHHA TUX 4YH IHIIMX CHCTEM
BUSIBJICHHS BTOPTHEHb MOTPIOHO MOJIIMTH iX HAa OCHOBHI HampsMu, a came: CHUrHaTypHi
METO/IM BUSBJICHHS, MeToI1 BUSIBIICHHS aHOMaJIii Ta KoMOiHOBaH1 metoau (puc.1). [9].

CurHatrypHi METOau — METOAM IMOOYyI0BaHI Ha 0a3l JaHWX BIIOMUX aTak (CUTHATYP).
[Ipu 3HaXO/MKEHHI CHIBMAIiHHSA 3 0a3010 CUTHATYp CHUCTEMa IMOBIIOMIISE MPO BTOPTHEHHS.
JlaHi MeToaM € JOCUTh TOYHHMH, HE JIal0Th XUOHHX CIPAIlOBaHb, NMPOTE HE MAIOTh 3MOTH
pO3IMi3HATH HEBIIOMY 3arpo3y.

CucteMa BUSBJIICHHS
BTOPIHEHb

A 4

CurnatypHi < OCHOBHI METOZIN ' g KombiHoBaH1
A 2
BusiBienns anomarniit
(cTaTtucTiyHi)
Heiiponni mMepexi < »| MeToau ONOPHUX BEKTOPIB
. . IpuxoBani MapkoBcbKi
BaecoBcbki Mepexi < > p P

Moem

Heuirka morika

\ 4

KnactepHnii anamniz

Mertozu Ha OCHOBI - [MinMHOXUHHE Ta
. . Ll .o
IIiTBHOCTI KOpEJIAL{ifHE BUSBICHHS

A

\ 4

[Bomsuininawmit Jic < AcouiaTuBHi paBmia

PI/ICYHOK 1 — OcHoBHI MCTOAN BUABJICHHA BTOPTHCHb

Metoan BuUsBIEHHS aHOMalii ab0 CTaTUCTMYHI METOAM — METOJIM 3aCHOBaHI Ha
BUSBJIEH] BIIXWJIEHb B POOOTI 1H()OpMaIIHO-TEIEKOMYHIKAIIITHOT CHCTEMH B1J] HOPMaJIbHOTO
pexxumy pobotu. CyTh MoIIGHMX METO/IB MOJIATAaE B MOCTIHOMY aHaji3i IpoIeciB, M0 HIyTh
B 1H(opMaliiiHO-TeleKOMYyHIKaliiHIi cucTteMi. bynp-fika cucTeMa XapakTepU3yeThCs
CTaJ MM, 3BHYAHUM pEXHUMOM poOOTH, Ha SKUH Taka cucTema 1 Oyna po3paxoBaHa i
noOynoBaHa. Y pasi BIOXWJEHHS B Takoro peXuMy B OyIb-sKid 4YacCTUHI CHCTEMH,
¢ikcyeThcst aHoMais. BroprHeHHs B cucTeMy sIKpa3 3a3BUYail 1 € OJI0HOI0 aHOMAJTIEO.

TakuMm cucremMaMm BUSIBICHHS BTOPTHEHb XapaKTEPHO BUSBJIICHHS HEBIIOMUX DaHIIIe
aTak, ajge BIIXWJICHHS B poOOTI MoXe OyTH CIPUYMHEHO 1 IHIMMHU (akTopamu, 1o Oyne
NPU3BOJMTH JI0 XMOHUX CTIpaIfoBaHb. KpiM TOro cucTeMu 3aCHOBaHI Ha METO/aX BUSBICHHS
aHOMaJTii CHJIBHO HAaBAaHTAXYIOTh 1H(OpMAIlIIfHO-TeIeKOMYHIKAllIiHY CUCTEMY Ta BUMararTh
BUJIJIEHHS 3HAYHUX OOUYHCITIOBAIBHUX PECYPCIB.

[TpoTe nume Takuii MiaXif 103BOJISE BUSABIATH HEB1IOMI paHime atraku. Came TomMy st
IIOT'0 METOY pealli3oBaHO 0e3J1i4 BapiaHTIB OCHOBHI 3 SIKMX 300pakeHi Ha puc. 1.
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Heiiponni Mepexi — BUKOPHCTOBYIOTHCSI METOIM HAaBYaHHSI HEMPOHHOI MEpEXkKi 3 METOIO
3HAXO/PKCHHS BIIXWJICHH B PoOOTI cUCTeMH. Mae psia mepeBar Haja IHIIMMUA METOJaMHU.
Hampuknan HaBueHa OJMH pa3 HEHPOHHA Mepexa 3MOXKE JOCUTh TOYHO BiJIPI3HATH
HECaHKITIOHOBaH1 il Bix 30010 B cucTeMi Ta Oyae MaTH MEHITY KiIbKICTh HMOMHJIKOBHUX
crpaioBanb. JlaHa mepeBara a TakoX THy4YKICTh B HABYaHHI MEPEXKi, IPOCTOTA EKCILTyaTarii
BXKE pO00Y0i CHUCTEMH, 3pOOMIIM TaKWUHU MiIXil JOCHTH MOIYJISPHUM, MPOTE BUKOPUCTAHHS
rpadi4yHUX MPUCKOPIOBAYIB, SIKI B yMOBaX Cy4acHOTO CBITOBOTO Je(piIUTy Ta JOPOTOBU3HHU
B1JICOKAPT CIIOHYKA€E 3BEPHYTH YBary Ha iHIII METOIH.

KombinoBani wmetomau. BoHu 3acHOBaHI Ha OJHOYAaCHOMY BHUKOPHCTaHHI 0asu
CUTHATyp Ta MOHITOPUHTY BIIXWICHb. Takui MiAXil € HAHOUIbII TEPCIEKTUBHUM TaK SK
JIO3BOJISIE TIOEHATH TEpPEeBard BUINE3a3HAYCHUX METOJIB Ta 3MEHIIMTH BIUIMB HEIOJIKIB.
KoMOiHOBaHI CHCTEMH BUSBIJICHHS BTOPTHEHb JOOpE MPAIIOI0Th SK 3 BIJIOMUMHU aTaKaMH TakK 1
BUSIBIISIIOTH HEBIJIOMI.

Jnst  iHpopMalifHO-TEICKOMYHIKAIIIMHUX ~ CUCTEM  CIICIIJIbHOTO  MPU3HAYCHHS
BRXUIMBHM € HE JIMIIC BHUSBIICHHS BIJIOMHX aTak, a TaKOX IMONEPE/HKCHHS I¢ HEBIJOMHX,
TOMY BUKOPUCTaHHS METOJIiB 3aCHOBAaHMX Ha BHUSBJICHHI aHOMaJiii Oyae OTpUMyBaTu Bce
OiJTbIIIe PO3MIOBCIO/KEHHS, 3 IHIIOTO OOKY, JOCHTH MOBUIbHE OHOBIICHHS SK arapaTHoi Tak i
IpPOrpaMHOI YAaCTUHU TaKUX CHUCTEM JO3BOJSIOTH B OUIBINIA Mipi BHUKOPHCTOBYBATH
CUTHATYpHI METOJTU TaK SK 3a3BHYAil MPOrpaMHi MPOAYKTH IO BUKOPUCTOBYIOTH B TaKUX
cucTeMax JOCUTh JOOpe BUBYCHI B TUIaHI BPA3JIHMBOCTEH.

[Ile omaMM crocoOOM 3HSATH HaBaHTAKEHHS 3 iHGOPMaNiHHO-TEIEKOMYHIKAIHHOT
CUCTEMH € BUKOPHCTAHHS alapaTHUX 3ac001B AJI1 MOHITOPUHTY CUCTEMH (pHC. 2).
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110 OICpXKyBaya h‘_.

Pucynok 2 — [ToGynoBa Mepexi 3 BCTAaHOBJICHOIO allapaTHOI MEPEKEBOI0 CUCTEMOIO
BUSIBJICHHSI BTOPTHEHb

[Ipote Takuit miaXiax BUMarae OKpeMUX amapaTHUX 3aco01B IO MOB’S3aHO 3 3HAYHHUMH
(iHAaHCOBUMH BUTpPATaMH.

BucnoBku. /{11 notped iHpoOpMaIiiiHO-TEIEKOMYHIKALIHHUX CHUCTEM CIIELIaJIbHOTO
MPU3HAYCHHS BapTO 3BEPHYTH OUIBINY yBary Ha KOMOIHOBaHI METOM BUSIBJICHHS BTOPTHEHb,
10 JIO3BOJIUTH 3 OJHOTO OOKY 301IBIITUTH MIBUIKOIIIO0 Ta TOYHICTh POOOTH TaKOi CHCTEMH, Ta
3MEHIIUTH KUIBKICTh XHOHUX CHpaioBaHb. [loeHAHHS CUTHATYPHOTO METOAY Ta OJHOTO 3
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IHTENEKTyalbHUX MOXE JaTh MOXJIUBICTh 3MEHIIUTH HaBaHTAXEHHS Ha iHQoOpMauiiiHo-
TeNeKOMYHIKaIiifHy cucteMy. 110 103BOIMTH BUKOPUCTOBYBATH TaKi CHCTEMH BHSBIICHHS Ha
3acTapiInX OOYHCIIOBAILHUX MAITUHAX.
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Tolkachenko E., Danyliuk V., Semeniuk M., Flora A.

OVERVIEW OF MODERN METHODS IN INVASION DETECTION SYSTEMS FOR
THE NEEDS OF SPECIAL PURPOSE INFORMATION AND
TELECOMMUNICATION SYSTEMS

The article presents an analysis of modern implementations of algorithms for intrusion
detection systems and their prospects for use in information and telecommunications
networks for special purposes.

The need for reliable intrusion detection systems is quite acute. Especially in the current
trends of increasing the role of information technology in state law enforcement agencies and
critical infrastructure. Outdated security systems allow cyberattacks to be carried out without
much difficulty, which makes it necessary to keep information detection and protection
systems up to date.

In the context of the constant fight against invasions in the world, many methods and
algorithms have been proposed to detect attacks on information and telecommunications
systems. Thus, the most common methods of detecting anomalies in the system. Advanced of
such methods are intelligent. Neural networks, fuzzy logic, immune systems have received a
large number of implementation options in such intrusion detection systems.

A successful combination of the advantages of detection methods for a particular
infrastructure can provide a significant advantage over the attacker, and stop the penetration.
However, on the way to the comprehensive implementation of such systems is their high cost
in terms of computing power. The issue of outdated fleet of computer equipment and its slow
replacement puts in a situation of constant compromise between the advanced achievements
in the field of system protection and the capabilities of the system itself to support such
systems.

Key words: information and telecommunication system, information security, cyberattack,
intrusion detection system, threat to information systems.
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