Bomuuii Tpancmiopt Ne 3 (41) 2024

13. G. Emad, W.M. Roth, Contradictions in the practices of training for and assessment of competency: A
case study from the maritime domain, Education and Training 50 (2008) 260-272.

14. S. Nazir, R. Totaro, S. Brambilla, S. Colombo, D. Manca, Virtual Reality and Augmented-Virtual
Reality as Tools to Train Industrial Operators, Computer Aided Chemical Engineering 30 (2012) 1398-
1401.

15. Johnson, J. D. (2017). Interprofessional care teams: the perils of fads and fashions. International
Journal of Healthcare Management, 10(2), 127-134.

16. D. Manca, S. Nazir, F. Lucernoni, S. Colombo, Performance Indicators for the Assessment of
Industrial Operators, Computer Aided Chemical Engineering 30 (2012) 1422-1426.

17. P.W. Johnston, E. Fioratou, R. Flin, Non-technical skills in histopathology: Definition and discussion,
Histopathology 59 (2011) 359-367.

18. D. Manca, S. Nazir, S. Colombo, A. Kluge, Procedure for automated assessment of industrial
operators, Chemical Engineering Transactions 36 (2014) 391-396.

19. Sussman, E. D., Bishop, H., Madnick, B., & Walter, R. (1985). Driver inattention and highway safety.

VIIK 629.5.051 doi.org/10.33298/2226-8553.2024.3.41.17

Abramov G.S., Plotnikov V.I.

MATHEMATICAL MODELING OF THE PROCESSES OF INCREASING THE RELIABILITY
OF THE NAVIGATION COMPLEX THROUGH REDUNDANCY

The purpose of the article is research and mathematical modeling of how the reliability of the
navigation complex can be increased by adding redundant elements to the system. The presented article
examines some issues of determining the stability of technical systems, first of all, from the point of view
of their reliability (probability of failure-free operation). A number of relevant problems related to
increasing the reliability of systems by adding redundant elements are considered. The assessment of
various schemes for redundancy of system elements was carried out and their mathematical modeling
was carried out. For systems consisting of nonuniformly reliable elements, the validity of replacing their
reliabilities with an averaged value has been investigated. It is shown that such a replacement gives
somewhat inflated system reliability values, and makes sense only with a small dispersion of reliability
values (probabilities of failure-free operation) of system elements. At high dispersion values, the relative
error of the system reliability calculation increases sharply (>10%). An example of greater or less deep
redundancy of the least reliable elements of the system is also presented, which significantly (more than
twice) increases the reliability of the system as a whole. The directions of further research are defined,
such as the use of the concept of full probability and Bayesian (posterior) probabilities of the relevant
hypotheses.

Keywords: redundancy. Reliability. probability of trouble-free operation. navigation complex.
modeling.

Description of the problem. Currently, the technological aspect of a ship's navigation system
consists of a network consisting of components, subsystems, nodes and human-machine interfaces. The
bridge team uses this equipment to perform maritime tasks such as monitoring, forecasting and decision-
making during vessel handling, ensuring safe navigation throughout the voyage. Sensors, radio and
communication equipment, data sources, data processing tools, and visualization tools are part of the
components and subsystems. Their performance depends on configuration and human control.
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Thus, the ship navigation systems used can be classified either as technical systems (without human
participation) or as socio-technical systems (with human participation). The specific type of the
navigation system ultimately determines which criteria should be used to assess the presence of stability.
If the safe and efficient navigation of a vessel is a priority, the technical system and the crew must be
considered as a single unit working together with the changing environment, taking into account both the
technology and the capabilities of the crew.

A purely technological perspective assesses technical robustness (reliability) by measuring how
well technical systems can provide critical navigational information with the required efficiency. When
considering socio-technical factors, it is important to recognize the role of humans as they configure,
communicate, control and make decisions for the navigation system. They also serve as the body that
initiates and makes adjustments in response to emerging threats. In this context, stability is defined as the
successful management of a vessel during a voyage with minimal safety risks [1].

It is widely recognized that human operators play a critical role in ensuring the safety of navigation
by compensating for failures or deficiencies in the technical system, such as incorrect or late collision
alarms. On the other hand, the current technical systems are not yet stable enough to compensate for the
low productivity of the human operator. The grounding of the Costa Concordia occurred due to several
contributing factors, [2] but none of the technical systems could adapt quickly enough to counteract the
lack of situational awareness and poor decision-making by human operators on the bridge crew.

The concept of applying resilience principles to improve navigational safety and improve shipping
has been around for some time [3-12] and has been used in various areas such as improving ship traffic
services, investigating ship incidents, implementing Safety Approach Il [13] for the maritime industry
and improving awareness of traffic conditions for safe navigation. All papers emphasize that focusing on
individual factors alone is not enough to achieve resilience. Furthermore, regardless of whether the
emphasis is on methodology or human factors, it is important to depict ship navigation as a series of
processes, taking into account dependencies and interactions. An example is the maritime perspective
model in [1], which offers a generalized process model for navigational decision-making. The main
difficulty lies in balancing the knowledge and experience of the initial parameters (vessel profiling) and
the current situation (situation assessment) for making navigational decisions in uncertain situations and
their development.

Analysis of the latest research and publications. The principles of resilience, as stated in [14-16],
define abstract potential sources of stability in engineering systems. The success of a potential source of
resilience depends on how it is integrated into the system, taking into account the approach used and its
impact on other measures implemented to increase the resilience of the system.

Jackson [14;15] noted that over 40 resilience principles have been developed for engineering
systems over the past few decades. He proposed to divide the entire array of principles into 14 main
principles, and also to include such subsets of principles (sub-principles) as margin, automated function
or regrouping sub-principles. The implementation of a specific principle of resilience helps to create or
expand a certain ability of the system in relation to the desired attribute of the system [14; 16]. Jackson
presented four characteristics as the goals of resilience: the ability to withstand a threat (capacity), the
ability to adapt to a threat (flexibility), maintain functionality in the presence of a threat (tolerance), and
remain united when faced with a threat (cohesion).

Woods [17] classified a number of sustainability principles based on four different resilience
concepts targeting different objectives. The initial idea (reliability as resilience) involves the system's
ability to operate effectively under typical and somewhat degraded circumstances. The second idea
emphasizes effective and efficient recovery after traumatic and destructive events (resilient recovery). A
third idea considers resilience in situations where a system is operating near the limits of, or beyond, its
capacity, or is facing unexpected and new threats (resilience as opposed to fragility). "Resilient
adaptability" refers to the management of functionality and performance in a changing and interconnected
world that includes assumptions, user requirements, framework conditions such as economic,
environmental and legal aspects, and the diversity of their relationships and interactions.

Sterbenz and his colleagues [18—-20] developed a number of recommendations for creating powerful
information networks and communication systems. In these publications, fault tolerance principles are
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called enablers and include both general approaches (such as redundancy and diversity) and application-
specific approaches (such as context awareness and transparency).

Purpose and objectives of the publication. The purpose of this work is to determine a method of
increasing the reliability of navigation systems using various redundancy schemes for its elements
(aggregates, blocks, modules). The main tasks: 1) assessment and modeling of the reliability of various
schemes for redundant system elements; 2) assessment of the reliability of a system with equally reliable
component elements; 3) assessment of the reliability of a system with unequally reliable constituent
elements.

Summary of the main material. In order to determine the level of reliability of navigation
equipment by the method of expert evaluation, a survey of 22 captains and senior assistant captains with
work experience of 5 to 8 years was conducted. On the basis of the received answers, diagrams were
formed, which show how often each component of the navigation equipment of a sea vessel fails (Fig. 1)
and whether it would be appropriate to add redundancy for a specific component (Fig. 2).

@ Oomm pad ka1 pik

@ Ok pad ka 2 pokn
@ Opn pas wa 5 poxia
@ Dpan pas wa 10 povia

Tipoxomnac (Gyro compass) Fanap (Radar) ABTOPYNBOBMRA [Autopilot)
22 mgnoaigi ZZmgnooigl 22 mignoaigl

ExoneT [Eche sounder) EnekTpatil K2pTH (ECDIS) ABTOMATHYHE LASHTADI KaUlAHE cHETEME [AIS)
22 mgnceigi 2 mgnooigl 2 mignoaigl

Figure 1 — Frequency of failures per component
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Figure 2 — Importance of redundancy per component

As can be seen above, some components of navigation equipment have insufficient reliability and
therefore need improvements.

One of the most common methods of increasing equipment reliability is greater or lesser
redundancy of its elements. Redundancy is especially relevant in case of insufficient primary reliability of
the elements of the equipment complex.

If there are no fundamental technological possibilities to improve the quality and, thereby, the
reliability of the elemental base of the equipment, then redundant components are almost the only means
of increasing the operational reliability of the equipment complex as a whole.

Probability theory methods [21;22] make it possible to theoretically calculate the reliability of
redundant systems and evaluate the effectiveness of various schemes for redundant elements.

We will consider a number of relevant, in our opinion, problems related to the reliability of the
equipment of the navigation complex from the point of view of redundancy of its constituent elements.

1. Evaluation and modeling of the reliability of various schemes for duplicating system elements.

Let the complex (system) of some navigation equipment contain a certain number of n elements, the
probability of their trouble-free operation is p. The efficient operation of the equipment requires failure-
free operation of all its components.

In order to increase the reliability of the equipment, the system is duplicated, for which n more
elements are allocated,

Let's consider two possible duplication schemes in this setting:

a) duplication of each element

= =

Figure 3 — Scheme of duplication of each element

b) duplication of the entire system

{p p—..—p}

p P .. p

Figure 4 — Scheme of duplication of the entire system

We will carry out appropriate calculations and numerical simulations to find out which duplication
scheme gives higher operational reliability.

Reliability Pa (as the probability of failure-free operation), which is provided by duplication
according to scheme "a"), has the following form:

Po=[1-(1-p)?" (1)
The corresponding expression of Py for scheme "b" has the form:
Ps=1-(1-p"?* ()
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By comparing (1) and (2), we will show that Pa > Py.
We reformulate expressions (1) and (2):

P, =[1-1-p)?"=p"(2 -p)" (3)
Po=1-(1-p")?=p"(2-p") (4)

Let's prove the inequality:

C-p">2-p" 5)

Considering that g = 1 — p, inequality (5) will have the following form:
C-1+@">2—-(1—-q)", abo (6)
A+)"+A-q)" >2 (7)

Applying the binomial formula, we get:

A+ "+ —-" = 1+nq+n(n2!_ 1)q2+n(n—13)!(n—2)q3+m
et 1engetTD L, D@D .

o 4 31

nn-1)(n-2)(n-3) 4
12 q ) > 2

=2+n(n—1)q2+0(

Thus, (2 —p)™ > 2 — p™, and this means that scheme "a" is better, more reliable than scheme "b",
i.e. duplication of each element of the system provides higher reliability than duplication of the system as
a whole.

The analysis of inequality (8) shows that the advantages of scheme "a" will be more obvious when
the primary reliability of the elements is insufficient, that is, when the probability values of p are far
enough away from unity.

On the contrary, when p approaches unity, the difference between schemes "a" and "b" is equalized
and the reliability (probability of failure-free operation) of both schemes asymptotically approaches unity.

We will demonstrate the obtained results by carrying out numerical simulations according to
equations (3) and (4) for different values of n and in a wide range of variation of p values (from 0.7 to
0.99).

n=2

0,9 ,7<pa /";

0,8 /‘Ipb

0,7

0,5
0,4
0,3

0,7 0,75 0,8 0,85 0,9 0,95 1

P;
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Figure 5 — Simulation results with n=2
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Figure 6 — Simulation results with n=3
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Figure 7 — Simulation results with n=4
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Figure 8 — Simulation results with n=5

In fig. 5-8 present the simulation results that confirm the conclusions derived from the analysis of
inequality (8), but an unobvious and unexpected result is the fact that as n increases, scheme "b" gives
significantly lower reliability than the primary reliability of p elements, if the latter is not exceeds the
values of 0.85-0.9. That is, if the values of p are not high enough, then duplication according to scheme
"b" will not only not increase the reliability of the system, but, on the contrary, will worsen it.

The type of reliability curves according to scheme "b" in fig. 5-8 suggests the existence of
inflection points. As you know, to determine them, it is necessary to find the second derivative of
expression (4) and equalize it to zero.

Py = 2np"™ (1 - p") ®)
Pg = 2n[(n — Dp"2(1 - p™) — np*™"~V] (10)
Equating the last expression to zero, we have:
p"2n—1)—(n—1)p" =0 (11)
Thereby:
p"2n—-1)=n-1 (12)

That is, the expression for the inflection point has the form:
1

b= (27:1_—11)ﬁ 13)

1

1
Thereby:n = 2; p = \E ~0577; n=3 p=(3)~0737n=4 p=(3)'~0809 n=
1
4

5, p=(3)° ~0850
Comparison of the received coordinates of the inflection points with the curves for Py in fig. 5-8
shows that the above calculation is correct. Knowing the coordinates of the inflection point for scheme
"b" can serve as a certain criterion, starting from which the reliability of this scheme will asymptotically
approach unity.
It seems necessary to consider two problems about the reliability of a technical system with n
elements under the condition of equal reliability of its component elements and in the absence of such.

2. Evaluation of the reliability of a system with equally reliable constituent elements.
The diagram of a technical system of equally reliable elements, the operation of each of which is
necessary for the successful operation of the system as a whole, is presented in fig. 9:

p P P — . p —

Figure 9 — A system of equally reliable component elements

If the technical system consists of n equally reliable elements, the failure of each of which means
the failure of the system as a whole, then the overall reliability of the system (probability of failure-free
operation) P:

P =p", (14)
whence, the reliability p of each element to ensure the overall reliability P must be equal:
p="P (15)
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It is also possible to find a limit for the number of elements n with reliability p to ensure the
specified reliability of the system P:

In P
n = int[—] (16)
Inp
where int[X] - integer part of x.
Let's illustrate the given dependence:
1 0,97
— 0,95
0,99 //’ — 09 P
/ !
0,98 //// 0,85
0197 // il
0,96
P oss /-
0,94 //
0,93 /
0,92
0,91
2 4 n 6 8

Figure 10 — Dependence (15) of the required reliability of elements p on the general
of the (given) reliability of the system P and the number of elements in it n

It can be seen that with an increase in the given reliability of the system P and the number of
elements n in it, an increasingly high reliability of the constituent elements of the system p is required.

3. Reliability assessment of a system with unequally reliable component elements.

If the system consists of non-uniformly reliable elements (which probably happens most often in
practice) and it is quite difficult to estimate the probability of failure-free operation of each element
separately, then they are often replaced by an approximated, average value:

p= %z 14 (17)

Let's evaluate how valid such a replacement is and how the probabilities of the system's failure-free
operation, which are calculated based on the true values of pi and their average value, will differ.

If the probabilities pi of failure-free operation of each element were known, then under the
condition of independence of the failure of each element, the exact value of the probability of failure-free
operation of the system as a whole P = []iX, p;.

The approximate value of P, calculated from the average probability p, will have the form:

n
_ 1
p=(= \n (18)
G P)
i=1
Thus, it is necessary to compare the values H?zlpiTa(% i)™

It is known that the geometric mean of positive (not equal to each other) values is less than their
arithmetic mean:
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[Jri<2Sn 2

whence it follows that:

n 1 n n
R (20)
[Tr<ls>om
=1 =1

i.e., P < P, which means that the estimate of the probability of failure-free operation of the system
P — based on the average values for p; will always be slightly overestimated compared to the true one.

From a priori considerations, it seems that this difference should depend on the dispersion of the
array of p; values.

We will perform numerical experiments on the example of the following array:

p;: 0.55; 0.6; 0.65; 0.7; 0.75; 0.8; 0.85; 0.9; 0.95.

We will sequentially examine sets of 3, 5, 7, and 9 elements with an average value of p = 0.75.

We will calculate the variances according to known formulas:

n n

s? =%Z(xi—9?)2 =%2xi2—922 (21)

i=1 i=1
Accordingly, the mean square deviation (standard error):

s =52 (22)

Let's also calculate the coefficient of variation y = i 100%, as the relative value of the error and
the relative error § between the values of P and P:
P—P
6= 5 100% (23)

The obtained results are shown in Table 1.
We will give an example of calculating the first row of the table n = 3: 0,7; 0,75; 0,8.

P=0,7-0,75-0,8=0,42; P =0,75% = 0,422
1
s? = 3 (0,49 + 0,5625 + 0,64) — 0,5625 = 0,00167

s =0,041;y = 2= 100% = 547%

_ 0422 = 042 ) 00% = 0,48%
T 042 0T IR
Table 1 — Values of P, P and errors s,y and § for sets of 3, 5, 7 and 9 elements

n P P S v, % 8, %
3 0,42 0,422 0,041 5,47 0,48
5 0,232 0,237 0,071 9,47 2,16
7 0,1253 0,1335 0,1 13,3 6,54
9 0,0655 0,0751 0,1292 17,23 14,7

It can be seen that with the increase in the dispersion of p; values, the relative error § increases

sharply, its values exceed 10%, which calls into question the legality of replacing the array p; with their
average value.
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4. An example of a scheme for duplicating a system of unequally reliable elements.

If the system consists of non-uniformly reliable elements, it is necessary to consider the problem of
duplicating elements whose reliability is not high enough, because they limit the reliability of the system
in general. The effectiveness of duplicating the least reliable elements of the system can be shown in the
following example.

Let the technical system consist of five elements whose reliability (probability of failure-free
operation) is equal to: p; = 0,85;p, = 0,75; p3 = p, = 0,95; ps = 0,75. It can be seen that the 1st, 2nd
and 5th elements need to be duplicated as insufficiently reliable, and the 2nd and 5th elements should
have, apparently, three times duplication (Fig. 11).

Without duplication, the reliability of the system is:

P=[1-1-p)]-[1-Q-p)]- [1-(Q—p3)]-[1-(1—-py][1-(1—ps)]
=0,85-0,75-0,95-0,95-0,75 = 0,418

By the way, if reliability is determined by the average value p = 0.85, then it will be, as should be

expected, a little higher:

n
1
p= (HZ p)™ = 0,855 = 0,444

=1
P2 Ps
Py
{ ] o Pg Ds Ps
Py
Py Py

Figure 11 — Scheme of the duplicated system
The reliability of the duplicated system (Fig. 11) is:

P=[1-(1Q-p)*" 1 -1 =p)%"p3 ps-[1—(1—ps)?]
= 0,9775 - 0,984 - 0,95 - 0,95 - 0,984 = 0,854

As you can see, the reliability of the system, the elements of which are duplicated accordingly,
increases more than twice and exceeds 85%.

CONCLUSIONS

In this work, the effectiveness of various schemes for duplicating elements of the navigation
complex systems and their mathematical modeling was evaluated. The obtained results made it possible
to draw a number of conclusions regarding the probability of failure-free operation of the system when
using one or another redundancy scheme.

If the system consists of equally reliable elements, duplicating each element is a more effective
method of increasing reliability than duplicating the entire system. Moreover, if the value of the primary
reliability of the elements is equal to 0.85 or lower, then the duplication of the entire system with each
increase in the number of duplicate elements will significantly reduce the reliability of the system. At the
same time, increasing the reliability of the system by duplicating each element with insufficient primary
reliability of the elements will be more significant at values of the reliability of the elements below 0.85.

If the system consists of nonuniformly reliable elements, then if it is impossible to estimate the
probability of failure-free operation of each element separately, the replacement of their values with an
averaged value turns out to be unreliable (with a significant dispersion of their values), since with a high
dispersion of the values of the probability of failure-free operation of system elements, the value of the
relative error increases sharply, which may exceed 10%.
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Duplication of the least reliable elements of a system consisting of unequally reliable elements can
increase the reliability of the system more than twice, provided that it is done taking into account the
value of the probability of failure-free operation of each element.

Aébpamos I'.C., I[Tnomnikos B.1. _
MATEMATUYHE MOJEJIOBAHHsI IMPOLECIB HIABUMIEHHS HAJIMHOCTI
HABITAIHIMHOI'O KOMILVIEKCY IIJIAXOM AYBJIIOBAHHS.

Y cmammi poszensdaiomvca npobremu oyinO8aHHs CMIUKOCMI MEXHIYHUX CUCMeEM, Hacamnepeo
30CepedAHCYIoNUCy HA iX HAOIUHOCMI 8 YyMO08ax 0e38i0M06HOI pobomu. Memow yb02o 00CNiOJNHCEHHS €
00CNI0JCEeHHsT ma MamemMamuine MOOe08anHs NIOBUWEeHHS HAOIUHOCMI 3a 0ONOMO2OI) DI3HUX CXeM
0yON108aHHS 8 KOMNOHEHMAX HABI2AYIlIHOI cucmeMu.

Obeosoprosanucsi piHOMAHIMHI AKMYAIbHI NUMAHHA WO000 NIOBUUWEHHS HAOIUHOCMI cucmem
wisixom Oyonr08anHs ix kKomnonenmis. byno oyineno pisni Memoou KOnit08aHHs KOMNOHEHMIE CUCmeMU
ma po3pobneHo ix mamemamuyHe npeocmaeienus. IIposedeno 0ocnioxcenHs O0OYiTbHOCMI 3AMIHU
HaoiuHoCmell eleMeHmie y cucmemax 3 pi3HUM pieHemM HAOIUHOCMI cepeOHim 3HauenHAM. byno
BCMAHOBIEHO, WO O0YVONI0BAHHS KOMNCHO20 elleMeHma 6 CUcmemi PIBHO HAOIHUX eleMeHmis € Oinbld
epexmuenuM cnocobom nidsuujenHs HaditiHocmi, Hidc 0yonoeanus eciei cucmemu. Kpim moeo, axkujo
nepeuHHe 3HaueHHs Haodiunocmi eremenmie cmanosums 0,85 abo menuwie, 0yoONI08aHHA BCIEL cucmemu 3
KOJCHUM 000A8AHHAM NOGMOPIOBAHUX eleMeHMI8 3HAYHO 3HU3UMb HAlitiHicmb cucmemu. lliosuwenus
HAOIIHOCMI cucmemu wisaxom O0yONI08AHHS eJleMeHMI8 3 HU3bKOK NEPBUHHOI HAOIUHICMIO cmae Oinblu
8aNCIUBUM, KOAU HAJitHicmb enemenma Hudicde 0,85. Takooic 6y10 npodemoncmposano, wo maxka 3amina
npU3800UMb 00 MPOXU BUUWUX OYIHOK HAOIUHOCMI CUCMeMU, | BOHA € N02IYHON Juwe Mooi, KOIU iCHYE
MiHiManbHa eapiayis 3HaueHb HaOdiliHocmi enemenmie cucmemu. IIpu 6enruKkux 3HAYEHHAX OUCnepcii
BIOHOCHA NOXUOKA PO3PAXYHKY HAOIUHOCMI cucmemu pizko 3pocmae Oinvw uioe na 10%. I[loxazano
NPUKIAO CYMMEBO20 O0YONI0BAHH HAUMEHW HAOIHUX KOMNOHEHMI8 cucmemu, wjo npu3eeno 00 Oinbul
HIJIC NOOGIUHO20 NIOGUWEHHSl 3aealbHOl HaodiuHocmi cucmemu. Maubymui 00CHIONCeHHs NOBUHHI
30cepeoumucs Ha BUKOPUCMAHHI KoHyenyii noenoi iimosipnocmi ma baiieciecvkoi timogipnocmi 0714
8I0N0GIOHUX 2inome3.

Knrouoei cnoea: nyOGnioBaHHS; HAIWHICTh; MMOBIPHICTH 0€3BiAMOBHOI pOOOTH; HaBirariiiHHii
KOMILJIEKC; MOACTIOBAHHS.
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